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SEA’s Guide to 
IBM i Multi-Factor 
Authentication 
(MFA) 

About This Guide 
 
 
SEA’s guide to IBM i Multi-Factor 
Authentication (MFA) discusses how 
to approach, implement and deploy 
MFA in an IBM i environment.  
 
This guide defines what MFA is, why 
It is important, and the key 
considerations for implementing IBM 
i MFA. It also contains a valuable IBM 
i MFA checklist to help organizations 
plan, review and implement MFA in 
their IBM i environments.  
 
Used as a reference source, this guide 
provides you with an MFA roadmap 
for deploying this valuable security 
feature on your IBM i systems, 
including: 
 
  
• Understanding Multi-Factor 

Authentication, why It is 
important, critical MFA concepts 
& strategies (page 3) 

• Key considerations for 
implementing IBM i Multi-Factor 
Authentication (page 9) 

• The IBM i Multi-Factor 
Authentication checklist helps 
define your IBM i MFA needs and 
ensures your MFA software 
meets those needs (page 13) 

  

Authentication, Authorization 

and Accounting (AAA) and MFA 

Multi-Factor Authentication (MFA) is a 

significant part of an Authentication, 

Authorization and Accounting (AAA) IT 

framework. AAA uses these processes to 

manage, secure and monitor access to 

digital resources. 

Authentication: Identifying users 

requesting access and verifying those users 

are who they say they are. 

Authorization: Once authenticated and 

logged in, assigning user authorities 

according to the IBM i security settings 

assigned to the user.  

Accounting: Logging and recording system 

security events and other activities for each 

user. IBM i security event and activity 

logging primarily occurs in the Audit Journal 

(QAUDJRN) along with other security event 

recording and reporting functions. 

 

Multi-Factor Authentication plays a 

significant role in an organization’s AAA 

framework by enabling more secure 

authentication services for authorized 

users. Many MFA solutions also provide 

advanced logging and reporting capabilities 

that can help detect security violations and 

confirm compliance with requirements and 

system security policies. 
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Understanding  
Multi-Factor 
Authentication  
(MFA): 
 
What MFA is, why It is important  
and critical MFA deployment  
concepts and strategies 
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What is Multi-Factor Authentication (MFA)? 
 
IBM i logins traditionally required single-factor authentication (SFA), where the user only has to enter their IBM i 
username and password to gain access. SFA’s biggest weakness is that it is increasingly susceptible to account 
takeover attacks, where cybercriminals breach security by stealing usernames and passwords.  
 
Enter IBM i Multi-Factor Authentication (MFA) 
 
MFA is a user authentication method that requires the user to provide two or more authentication factors from 
the following categories before they can access IBM i servers and data.  
 
Knowledge: Something you know, such as a user profile password or the answer to a security question. 
 
Possession: Something you have, such as a digital token, cell phone or an RSA SecurID device. 
 
Inherence: Something unique to you, such as your fingerprints or facial features that are “read” by a scanning 
device or a camera. 
 
Two-factor authentication (2FA) is an MFA subtype that requires users to supply exactly two authentication 
factors. For MFA verification, a user satisfying 2FA requirements is considered to satisfy MFA access requirements.  
 
 

 
 
 

Why is MFA Important? 
 
Using MFA provides better IBM i access security than SFA because 
it is more difficult to falsify or steal two or more authentication 
factors than it is to steal a user ID and password. It provides 
defense in depth by adding another layer of security for your IBM i 
logins beyond user ID/password logins. 
 
MFA provides hard-to-duplicate evidence of the user’s identity. 
Governmental, regulatory and insurance agencies are now 
requiring MFA to verify user identities before allowing IT access.  
 
For increased security and to meet compliance standards, MFA has 
become a foundational component of many organizations identity 

and access management (IAM) strategies. and MFA is now being required for IBM i logins. In many organizations, it 
is no longer a question of should they use IBM i MFA. The question has become how do they implement IBM i MFA 
and how quickly can MFA be deployed. 
 

‘Without multi-factor authentication 
(MFA), cybercriminals can much more 
easily gain access to an account. Once 
the username and password are acquired, 
every transaction will be treated as valid, 
and basic security measures cannot 
prevent it.’ 
 
Gellang, Francis. “Risks of Not Using Multi-Factor 
Authentication (MFA)” September 8, 2021. 
https://antivirus.com/2021/09/08/risks-of-not-
using-multi-factor-authentication 
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Additional authentication categories 
In addition to the three MFA authentication categories listed above 
(Knowledge, Possession, Inherence), there are two additional categories 
that are often used for user authentication.  
 
Location: Somewhere you are, using geolocation, IP address ranges & rules 
and other techniques to verify the user’s location before granting access 
 
Behavioral: Something you do, involving your behavioral patterns, 
including device logged in, keystroke dynamics, voice ID, mouse use 
characteristics and more.  
 
Some sources list and use location and behavioral factors for multi-factor 
authentication. Several MFA solutions offer location factor collection, such 
as IP address controls. Behavioral factors may also be used in AI based 
software.  
 
Do behavioral and location factors satisfy MFA requirements? 
Traditional MFA authentication generally refers to using the three main 
categories (Knowledge, Possession and Inherence) without including 
behavioral and location factors in the two+ MFA factors needed for 
verifying user identities. If you are thinking about using behavioral or 
location factors for MFA verification, check with the regulatory authorities 
who require MFA verification to see if those authentication methods will 
satisfy MFA requirements.  
 
If regulatory authorities don’t include location and behavioral 
authentication items as accepted two+ MFA factors, these techniques can 
still be used to provide additional verification security outside of MFA 
compliance, providing additional layers of login security. 
 
 

Authentication Factors 
Keep your options open when looking at authentication factors to use 
when implementing IBM i MFA. Depending on the IBM i MFA solution 
implemented, here are some possible authentication factors that can be 
requested when verifying user IDs using Multi-Factor Authentication on 
the IBM i. 
 

Possible Factor Authentication Category 

IBM i User ID & Password Knowledge 

Security Questions Knowledge 

Personnel Information (employee 
number, phone number, etc.) 

Knowledge 

Personal Identification Number 
(PIN) 

Possession  

One-Time PIN (OTP) Possession 

Time-Based One-Time PIN Possession 

Email Possession 

Many governmental, 
regulatory and insurance 
industry requirements are now 
mandating Multi-Factor 
Authentication (MFA). Even 
when MFA is not strictly 
required, regulations that 
require strict internal controls 
can now be interpreted to also 
require MFA. Entities requiring 
MFA or strict internal controls 
include:  
 
• United States Government 

Executive Order on 
Improving the Nation’s 
Cybersecurity: Section 3 

• Payment Card Industry 
Data Security Standard 
(PCI DSS): Section 8.3 

• NYCRR 500: Section 500 

• Sarbanes-Oxley (SOX) / 
Graham-Leach Billey 
(GLBA): Requirements for 
Strict Internal Controls and 
Appropriate Measures to 
Safeguard Information 

• Insurance companies:  
MFA is increasingly being 
required to obtain cyber-
insurance. Lack of MFA 
can lead to massive rate 
hikes or policy 
cancellation 

MFA & REGULATORY 
COMPLIANCE 
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SMS/Cell Phone/Authenticator 
App 

Possession 

Radius Authentication Service Possession 

RSA SecureID Possession 

Fingerprints, Thumbprints, Palm 
or Handprints 

Inherence 

Voice or Facial Recognition Inherence 

Passwordless MFA and the IBM i 
 
Because compromised passwords are the most common cause of cybersecurity breaches, many vendors and 
organizations are now implementing Passwordless Authentication techniques. 
 
Passwordless authentication replaces knowledge-based authentication with non-knowledge-based methods found 
in the possession and inherence categories. Password Authentication can be used in single-factor authentication 
scenarios, such as when your fingerprint unlocks a cell phone or tablet (inherence category) or when you tap your 
credit card at a check-out (possession category). 
 
Passwordless authentication can also be used with multi-factor authentication, such as when you access a mobile 
app by using facial recognition (inherence category) combined with entering a short-lived SMS code sent to your 
phone (possession category). Passwordless MFA occurs when you eliminate knowledge-based authentication 
methods from your user verification methods and only accept possession and inherence authentication factors. 
 
For IBM i MFA access, Passwordless MFA is better suited at the current time for custom-written applications for 
laptops or mobile devices, provided the right interfaces are available for processing authentication factors.  
 
Most IBM i MFA solutions still require a user ID and password (knowledge category) as their first verification factor 
before asking for a knowledge, possession, or inherence item for their second factor. It is unclear what 
Passwordless MFA IBM i user login capabilities are available at this time or in the future. 

Independent Authentication Methods  
and Out of Band Authentication 
 
When determining an MFA strategy, consider these authentication concepts to ensure the security of your MFA 
implementation and to create and maintain a strong authentication scheme for increased security and compliance.  
 
Independence of Authentication Methods: When requesting MFA verification, access to one authentication factor 
should not automatically enable access to another authentication factor. For example, a first authentication factor 
of user ID and password should not be entered on the same laptop that contains an open email client that a one-
time password will be sent to. The sending and receipt of one authentication factor must not compromise the 
integrity or confidentiality of another factor. 
 
Out of band (OOB) authentication: The mechanisms for requesting and submitting authentication factors should be 
on different networks or channels. For example, an authenticator application verifying a user login should not 
reside on the same cell phone or tablet where the user is using MFA to login to an IBM i system. This would be 
considered in band authentication. If, however, the user provides their user ID and password on a laptop computer 
running on an Internet connection (authentication factor one) and receives a one-time SMS code to their personal 
cell phone (authentication factor two), that would be considered out of band because the devices are on different 
networks. 
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The PCI DSS standard recommends using Out of band authentication. Other regulations may also require it. OOB 
increases your MFA assurance levels to ensure that the user doesn’t use a compromised device for both 
verification factors. Be sure to check with any relevant regulatory agencies to determine if OOB is required. 
 
 
 
 
 
 
 
 

Multi-Factor versus Multi-Step Authentication 
 
When planning your MFA strategy, it is important to understand whether you are using a multi-factor 
authentication strategy or a multi-step authentication strategy. 
 
When authentication is accomplished by providing verification factors in two or more different authentication 
categories (such as a knowledge factor and a possession factor or a knowledge factor and an inherence factor), it is 
considered multi-factor authentication. A good example of multi-factor authentication occurs when you retrieve a 
MFA token (possession) and enter that token alongside a user ID/password (knowledge), such as on the login 
screen shown here.  
 

 
 
When authentication is accomplished by verification factors in the same authentication category, such as entering 
a password and answering a security question (knowledge), it is considered multi-step authentication. Multi-step 
authentication does not strictly require each authentication factor to be from a different category, and it can take 
several steps to complete (ex., password first followed by a security question).  
 
 
 
 
 

mailto:info@seasoft.com
http://www.seasoft.com/


  

            info@seasoft.com       |       http://www.seasoft.com/    |    516.328.7000            7 

 
 
 
 
 
 
 
 
 
 
 
 
 
The terms “multi-factor”, “multi-step” and even “two-step” verification are often used interchangeably in vendor 
marketing and authentication literature. However, “multi-factor” and “multi-step” do have different definitions as 
shown here and it is important to know the difference for these reasons.  
 

1. Multi-factor authentication is usually considered more secure than multi-step authentication. To gain 
access, an attacker must either discover personal knowledge, steal a personal item and/or mimic 
biometrics. It is inherently harder and more time consuming (but not impossible) to retrieve items from 
two+ authentication categories than it is to retrieve two items from the same category. 

2. Multi-factor authentication scenarios may better satisfy the Independence of Authentication Methods and 
Out of Bound Authentication specifications discussed above, where multi-step authentication scenarios 
may not. Multi-step scenarios are generally additive where two+ factors often come from the same 
authentication source (ex., entering a user ID/password on an IBM i 5250 login screen and then answering 
a security question on that same login screen). Multi-Factor Authentication scenarios are generally 
multiplicative where two+ factors often come from different authentication sources (ex., entering a user 
ID/password and an MFA token on the same IBM i login screen).  

3. Multi-factor and multi-step authentication scenarios can be used together. It is not always possible to use 
a “pure” multi-factor or multi-step authentication scenario. They can be mixed and matched, such as 
when a user signs in with a user ID and password on a 5250 screen (knowledge category) as their first 
factor and is then prompted to enter a PIN sent to their personal cell phone (possession factor). You can 
employ many steps of the different factors in the same authentication scenario. 

 
Be aware of whether you are employing multi-factor authentication methods, multi-step methods, or a 
combination of both methods. In situations where MFA is required by auditors, governments, regulators or 
insurance companies, check with the regulatory agency to determine whether your planned authentication 
methods meet the regulator guidelines.  
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Key considerations  
for implementing  
IBM i Multi-Factor 
Authentication: 
 

What you need to know for implementing  

Multi-Factor Authentication for your  

IBM i user logins  
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IBM i Options for MFA 
There are three options for protecting IBM i logins with MFA solutions. 
 

1. Open-source solutions 
2. In-house programming (DIY) 
3. Third-party applications 

 
An Open-source solution may not necessarily reside on your IBM i system, introducing possible hardware, 
communication and availability issues. Bug fixes and upgrades may be somewhat easier to obtain for your 
particular solution but could still be challenging. Depending on the package, you may find difficulty obtaining 
support. 
 
With DIY solutions, you can tailor a solution to meet your own needs. However, you will have to devote 
programming resources to maintaining and updating that solution as MFA security needs evolve. 
 
There are several third-party applications that you can purchase for IBM i MFA, some residing on remote hardware 
such as Windows and Linux boxes and some on native IBM I systems such as iSecurity Multifactor Authentication 
from SEA. Non-IBM i solutions will need to be integrated with your IBM i login screens, you will be dependent on 
external hardware and your MFA logins will be dependent on remote communications, possibly within the cloud.  
 
Native IBM i solutions are easier to integrate with i login screens, won’t suffer from any communications issues 
and will provide better performance since they run natively on the IBM i. Some i-based solutions can also control 
multiple IBM i systems from a centrally installed i server. The downside to using i-based solutions is that your i 
servers will be using a different solution than your organization’s other enterprise MFA solutions.  
 

Where to Implement IBM i MFA 
Organizations must make several decisions regarding IBM i MFA implementation, including what IBM i servers 
require MFA implementation, what IBM i-specific interfaces does MFA need to be implemented over, and how to 
implement MFA on backup systems and high-availability servers.  
 
Which IBM i servers require MFA? 
How many of your IBM i systems require MFA protection? Most IBM i shops have multiple i based servers 
dedicated to many different functions, including: 
 

• Production server 

• Development 
• QA 
• User testing 

• Special purpose servers such as Web servers and credit card servers 
• High Availability 

• Disaster Recovery 

• Backup servers 
 
It is not unusual for an average IBM i organization to have 5-10+ servers or partitions. Part of the implementation 
process is determining which IBM i servers/partitions require MFA login protection and which do not, and 
implementing an MFA solution that covers all your servers.  
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Centralized MFA control and logins 
In multiple IBM i environments, how many different 
versions of your IBM i MFA solution will you need? 
Are you required to implement MFA solution 
software on each server or can a single server 
provide MFA configuration and protection services 
for multiple i servers? Many IBM i MFA solutions 
provide centralized configuration and control from a 
central MFA server. 

One MFA verification for multiple IBM i servers 
An MFA best practice is to have one MFA request cover all MFA activity on multiple IBM i servers for a given time 
limit. Certain MFA solutions can configure a Person profile as consisting of several different profiles on the same or 
multiple IBM i servers. Once the Person logs in using the centralized MFA server, all MFA activities on the 
designated servers in their Person profile are covered until their verification period runs out. No additional 
verification is needed for the other servers.  
 
Which IBM i interfaces need to be covered by MFA logins? 
IBM i MFA servers can protect logins for several different IBM i-based interfaces, including: 
 
• Initial IBM i login program 
• FTP Server 
• FTP Client 
• REXEC 

• ODBC 
• File Server 

• Remote PGM/CMD 
• DDM/DRDA 
• Others 
 
Determine which IBM i interfaces on your target MFA servers require MFA protection, and ensure that your MFA 
solution can protect user logins using these devices.  
 

User exemptions for MFA logins 
You will want to register and require most users to use MFA during their IBM i login process. However, some use 
cases can be exempted from multi-factor authentication logins. These users may include: 
 

• A back-up emergency administrator profile (break glass account) that will only be used in situations when the 
MFA solution is not available (such as if the MFA system fails and locks everyone out of the system) 

• Low-risk users who have no access to sensitive information and can only access the system through locked 
down devices and programs, such as warehouse personnel who are restricted to scanner logins with no data 
access capabilities 

• Service accounts that auto-connect to IBM i systems and perform a variety of processes 
• Vendor support profiles 

• A guest profile that can only access the system through a restricted device and can only run limited programs 
that do not access sensitive data 

• Batch user profiles with no login capabilities, where the IBM i user profile User password (PASSWORD) 
parameter is equal to *NONE 
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The reasons for exempting users from MFA verification should be documented and approved for auditing and 
reporting needs.  
 
Your MFA solution should contain the ability to exempt users, as needed. However, to maintain maximum benefits 
from your solution, limit the number of profile exemptions as much as possible.  

MFA and IBM i Self-Service Password Reset 
MFA user verification can also be used with Self-Service Password Reset (SSPR) capabilities. Without MFA, your 
users are only using single-factor authentication when they change their passwords (providing their user ID and 
password without a second factor). Some third-party IBM i SSPR solutions such as iSecurity Password Reset from 
SEA, offer MFA capabilities when users change their passwords without Help Desk or administrative assistance. To 
implement IBM i MFA for all your user login needs, MFA should also be implemented for self-service password 
changes.   
 

MFA User Enrollment Options 
When introducing IBM i MFA, it can be challenging to enroll required users into your MFA system. IBM i MFA 
solutions generally offer three different methods for user enrollment. 
 
With MFA self-enrollment, users enter specific MFA configuration information, such as answers to security 
questions, phone numbers to send security codes to cell phones, and other information that can be entered 
remotely without contacting the Help Desk or an IBM i administrator.  
 
Mass enrollment automatically enrolls users into your MFA solution using available information from 
organizational systems.  
 
With user assisted enrollment, users work with Help Desk, Service Desk or administrative personnel to enroll in the 
MFA system.  
 
Look for an IBM i MFA solution that provides multiple options for user enrollment. Multiple options provide 
flexible MFA configuration options. Mass enrollment capabilities aid in quickly populating your MFA solution, while 
self-enrollment & user assisted enrollment allow users to enroll and change their MFA settings as needed.  
 

MFA Auditing & Reporting 
Assume that your IBM i MFA implementation will require a lot of audit reporting. MFA auditing controls may 
require data sensitive reporting compliance. Industry-specific regulatory bodies may require MFA reporting. Cyber 
insurance policies that require MFA may also require specific evidence of MFA implementation, continued multi-
factor authentication usage, and historical records. 
 
For enterprise security and historical forensics, it may be necessary to look for solutions that can export IBM i 
security data and logs to Security Information and Event Management (SIEM) systems. Be sure to log IBM i MFA 
activity, particularly configuration changes and login failures. Include MFA login reviews with your other system 
auditing reviews.  
 
When choosing an IBM i MFA solution, check with any entities mandating MFA implementation and determine 
what MFA auditing & reporting will be needed. Attempt to match the solution needed with any required audit & 
reporting needs.  
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The IBM i Multi-
Factor 
Authentication 
Implementation 
Checklist: 
 

Use this checklist to review your  

multi-factor authentication needs and  

to ensure that your intended IBM i MFA  

solution meets those needs.  
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The IBM i Multi-Factor Authentication Implementation Checklist 
 

1. What MFA authentication methods does your IBM i MFA solution need to support? 

 

Knowledge (Something the 

User Knows) 

Possession (Something the User 

Has) 

Inherence (Something the User 

is) – Not usually available for 

IBM i solutions 

 IBM i User ID & Password 

(default first authentication 

factor) 

 Security Questions 

 Personal Information 

(employee number, phone 

number, etc.) 

 Other ________________ 

 

 Personal Identification 

Number (PIN) 

 One-Time PIN (OTP) 

 Time Based One-Time PIN 

(TOTP) 

 Email 

 SMS/Cell 

Phone/Authenticator 

 Radius authentication 

service 

 RSA SecureID 

 Other ________________ 

 

 

 

 Fingerprints, thumbprints, 

palm or handprints 

 Voice or facial recognition 

 Other ________________ 

 

 

 

 

2. What additional authentication methods do you wish to employ for your IBM i MFA implementation? 

 

Location (Somewhere the user 

is) 

Behavior (Something the User 

Does) – Not usually available 

for IBM i solutions 

 IP address controls 

 Other ________________ 

 Device logged in 

 Other ________________ 

 

 

3. What type of MFA solution are you looking for in your IBM i MFA environment? 

 

 Open-source solution 

 In-house programming (DIY) 

 Third-party application 
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4. Which IBM i servers will you be implementing MFA on? 

 

Type of IBM i Server Server Name 

 Production ______________________ 

 Development ______________________ 

 QA ______________________ 

 User testing ______________________ 

 Web server ______________________ 

 Credit card server ______________________ 

 High Availability ______________________ 

 Disaster Recovery ______________________ 

 Other ______________________ 

 

5. Do you require participating LPARs or IBM i servers to be configured as standalone instances of MFA, 

where a user must provide MFA factors for each server sign on, or will MFA requests be centralized with a 

single MFA verification task shared for each user on all related systems?          

 

 Stand-alone MFA 

instances 

 Centralized MFA 

server 

 

 

6. What IBM i interfaces need to be covered by MFA logins and does your intended solution support using 

MFA on these interfaces? Should any of these requests be rejected by the MFA server? 

 

Interface Check if MFA 

required 

Reject the 

connection? 

 Initial IBM i login screen   

 FTP Server   

 REXEC   

 FTP Client   

 ODBC   

 File Server   

 Remote PGM/CMD   
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 DDM/DRDA   

 Others       

7. Do any users need to be exempted from MFA verification? If the software supports user exemption, 

compile a list of exempted users in these categories. 

 

User exemption categories List available? 

 Break glass user/emergency 

administration profile 

 

 Service Accounts  

 Vendor Support users  

 Low risk users  

 Guest profiles  

 Batch user profiles  

 Others  

 
8. Does your MFA solution need to support self-enrollment in the MFA system, mass enrollment, user 

assistance enrollment (Help Desk, Service Desk) or a combination of all three methods? 
 

MFA enrollment options 

 Self-Enrollment 

 Mass Enrollment 

 User-Assisted Enrollment 

 
9. Do you need Web-based MFA self-registration, 5250 Telnet registration, or both? 

 

Self-Registration Options 

 Web-based Self-Registration 

 5250 Telnet Self-Registration 

 
10. For token-based verification, will your organization require a specific approved authenticator app to be 

used, or will your users be able to choose their own authenticators? 
 

 Approved authenticator app Name of App 

 

________________ 

 User selected authenticator 

app  

Create list of 

approved apps 
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11. Do you require MFA verification for Self-Service Password changes? 
 

 Yes  No 

 
12. Will you be purchasing or are you purchasing cyber-insurance? 

 

 Yes  No 

 
13. Will your audit, compliance and insurance needs require evidence of MFA implementation, user coverage, 

and historical MFA reporting? 
 

 Yes  No 
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A Leading Software Solution for IBM i Multi-Factor 
Authentication 
iSecurity Multi Factor Authentication (iSecurity MFA) is a simple yet powerful solution that uses multi factor 
authentication (MFA) to secure IBM i sign ons.  
 
iSecurity MFA requires users to verify their identities with two or more authorization factors before gaining access 
to IBM i servers and data, improving security and satisfying many governmental regulatory and insurance 
requirements.  
 
MFA user verification is requested as part of a person’s initial IBM i login program. iSecurity MFA is a pure IBM i 
MFA solution. It is 100% installed and runs on your IBM i servers. No external Linux or Windows servers needed! 
 
iSecurity Multi-Factor Authentication is part of the iSecurity Suite for end-to-end IBM i security & compliance. 
 
Contact SEA for more information on using iSecurity Multi Factor Authentication to meet your security and 
compliance needs.  
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About SEA  
 
Established in 1982 Software Engineering of America has built a worldwide reputation as a leading provider of data 
center software solutions. With products licensed at over 10,000 data centers worldwide, SEA’s customers include 
9 of the fortune 10 and over 90% of the Fortune 500.  
 
SEA’s formula of superior product development, continual enhancement, and responsive service gives our 
customers benefits and competitive advantages unmatched in the marketplace. We provide a portfolio of highly 
intelligent and functionally rich tools that enable customers to optimize, automate, tune, manage and monitor all 
critical operations of their IBM i and IBM Z installations.  
 
Our tools allow our customers to operate more effectively, improve security, identify and improve 
underperforming processes, streamline operations, optimize batch operations, eliminate waste, and significantly 
lower costs. We continually improve our products to give customers a consistently better experience with their 
software tools in each functional area, while our dedicated service and support ensures that our customers 
succeed in achieving the full spectrum of benefits our solutions can provide. 
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