iSECURITY ASSESSMENT

iSecurity Assessment

Testing the integrity of your IBM iSecurity is the first step in prioritizing Security initiatives.

INCLUDED WITH THE iSECURITY ASSESSMENT:

With your free iSecurity Assessment we provide a non-intrusive detailed report that identifies security vulnerabilities over your IBM
i (AS/400) systems and LPARS. The assessment is done from your PC without requiring command line access. After completion you'll
be able to view potential security risks in areas such as:

e Userclass

e User privileges and elevated authorities
e System settings

e Exit points

e Sign on attributes

e Password control

e Unattended terminals

A half hour complimentary consultation will follow the completion of the assessment. During, you and one of our support engineers
will dig deeper into the details of the assessment, and what it means for your business.

ASSESMENT OVERVIEW VIDEO:
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iSecurity Assessment

NON-INVASIVE ASSESSMENT

The assessment installs on your PC, not on your IBM i, this non-intrusive test keeps your private data private.

IDENTIFY AREAS TO ADDRESS

Identify vulnerabilities and areas where enhancements to Security can be made in your company’s IBM i current environment.

QUICK AND IN-DEPTH

The Assessment is 100% free, runs in minutes, and is followed by a complimentary 30 minute consultation with a Support Engineer



https://www.youtube.com/watch?v=jYvyXEyITvQ&feature=emb_title

iSECURITY ASSESSMENT

SNIPPETS FROM THE iSECURITY ASSESSMENT

ANALYZING USERS BY PRIVILEGE

ENABLED DISABLED RECC. CURRENT
TOTAL NUMBER OF USERS: 85 USERS. USERS. VALUE SCORE

00 Auce Al or n 6 o3 o
10 AUDIT  Allows the user to perform auditing functions 1 s 03 o
19 0sscFG Allows changes to system configuration 6 s 03 o
10 J08CTL  Allows manipulation of job and output 2 7 o5 o
S N . ",;j:";s"‘ 9 1 6 03 o
100 secaoM  Allows administration of user profiles ® 6 03 o
00 seRvice  Allows © s 6 o
190 el Allows control of spool functions 1 s o5 o

0 uRscls  special authorities are granted based on User Class . o 0 o

Score with iSecurity:

Score:

Explanation: Since you have greatly exceeded the recommended privileged users, enterprise data is far too easily
accessible. The System Administrator should reduce that number immediately. iSecurity Firewall should be implimented

and possibly disable all network access, and especially activities generated from users having All Object Authority.

HIGH RISK

MISCELLANEOUS SIGN-ON

ISECURITY
CURRENT RECC.
SYSTEM  SYSTEM SYSTEM CURRENT
IMPORTANCE DESCRIPTION VALUE  VALUE VALUE RISK SCORE
Remote Power on and IPL The ability to turn on the computer from a remote site
10 Specifies whether remote power on and IPL can be started QRMTIPL o o may enable IPL at times when it s not possible to secure 100
over a telephone whether or not objects with security-sensitive the computer, i.e. public holidays, or at times before new
security policies were applied
Allowoblectiestore) Restoring of unidentigied and unauthorized products may
20 Specifies whether or not objects with security-sensitive atirlbutes can QALWOBIRST AL AWETE e antry of cinusos and Trojon horsos, | Y o

be restored. This value is made up of a list of values that control the

object being restored

Anyone entering the computer is a potential risk. This
value enables remote companies to analyze problems
and service the computer.

Remote service attribute
“This system value controls the remote system service problem  QRMTSRVATR o o
analysis ability. The value allows the system to be analyzed

o
g

Score with iSecurity:

Score:

Explanation: Some miscellaneous sign-on values are in accordance with industry standards. However,
the computer’s scores are borderline and should be reviewed.

MEDIUM RISK

SCORES OF SYSTEM

ADOPTED AUTHORITY

UNATTENDED TERMINALS

PASSWORD CONTROL -
NETWORK PROTECTION
—

USERS PRIVILEGE
USERS AND PASSWORDS

USERS WITH COMMAND LINE ACCESS

ABOUT SEA:
Established in 1982 Software Engineering of America has built a worldwide reputation as a leading provider of data center software solutions.
With products licensed at over 10,000 data centers worldwide SEA’s customers include 9 of the fortune 10 and over 90% of the Fortune 500.

SEASOFT.COM  (800) 272-7322 SUPPORT@SEASOFT.COM m o



https://www.linkedin.com/company/128697
https://www.youtube.com/channel/UCN6ksZUm1L_wjzuP-KP-kMw
https://seasoft.com/

